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Abstract Browser extensions are popular to enhance user browsing 
experience: they offer **additional functionality** to Web users, such as ad 
blocking, grammar checks, or password management. To operate, browser 
extensions need **elevated privileges** compared to web pages. This, 
unfortunately, makes browser extensions an attractive target for attackers. In 
fact, when used "maliciously", browser extensions can **pose a significant 
threat to Web users**.

But how can extensions put the security and privacy of Web users at risk? 
How many dangerous extensions have been in the Chrome Web Store? How 
can we detect dangerous extensions?

In this presentation, I will answer these questions. I will first define classes of 
"Security-Noteworthy Extensions" (SNE) that can harm users. Then, I will 
focus on vulnerable extensions and present DoubleX, our open-source static 
analyzer that detects vulnerable data flows in browser extensions with high 
precision (89%) and recall (93%). Through this talk, I aim to raise awareness 
about the risks posed by browser extensions and discuss strategies for 
mitigating such threats.
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